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Do you know what assets pose the highest risk of a Process Safety related major incident / accident? Do you
have the right controls in place to mitigate these risks? Are you sure these controls will function as intended to
protect your people? The Safety & Environmental Critical Elements (SECE) Module, part of the OESuite®
software platform from Operational Sustainability® (OS), is designed to help you identify and mitigate risk.

Major Accident Hazards
Asset Health

Process Risk /
Risk Assessment

Document
Management

Enterprise Risk
Management

The process industries, including energy industry sectors such as oil and gas E&P, petroleum refining, and
bulk storage manage the safety of their operations using similar risk management processes. A big part of
this risk management umbrella involves safety management systems with a proportionate focus on process
safety to identify hazards and manage risks throughout the life cycle of a facility. Of particular concern are
Major Accident Hazards (MAHs), which include events with safety or environment-related consequences such
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Figure 1 – OESuite® Risk Assessment
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as structural failure, fire, explosion, or loss of containment of a dangerous substance that cause, or have a significant potential to cause, death or
serious personal injury to multiple persons. The SECE Module includes an MAH Feature to help manage these hazards.

Barrier Model
Safety & Environmental Critical Elements (SECEs) are divided into Integrity Barriers that run from safe operating mode to escalation in eight
categories, three on the threat side and the other five on the consequence side of a Bow-Tie model.
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Figure 2 – Swiss Cheese Model

The barriers are often displayed in the Swiss Cheese model. Each barrier contains a group of SECEs. For each SECE, Performance Standard with
specific functional goals, acceptance criteria, and minimum assurance tasks are defined. Once an individual SECE has been identified, the MAH
should be identified in a HAZID / HAZOP or QRA assessment. The proactive and reactive controls may be used to prevent and mitigate the impact
of MAH. A practical method to define controls is the Bow-Tie methodology.
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Bow Tie / Swiss Cheese Analysis Function
One of the key components to achieve effective Process Safety Management (PSM) is the creation and maintenance of safeguards to prevent the
release of hazardous materials and to mitigate the effects of hazardous materials that may be released to the environment. This approach is often
represented through a bow tie analysis. The Bow Tie / Swiss Cheese Analysis Function in OESuite® is typically used to identify the SECEs
used to prevent and mitigate the impact of MAHs.

Figure 3 – OESuite® Bow Tie Example
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SECE Implementation
The identification of SECEs ensure adequate inspecting, testing, and maintenance programs are in place and appropriately prioritized. The
performance standards are based on the hazards, risks, the role of the element, and a technical understanding of the system and its functionality;
performance standards must be set by personnel with a clear understanding of these same areas.
• Identification and assessment of hazards by performing HAZOP
studies

• Definition of minimum assurance tasks for SECEs

• Major Accident Hazard Scenario Development

• Development of Real-time Barrier Health monitoring dashboard

• Building the Risk Register

• Operating Variation Control Procedures

• Identifying existing controls

• Skill building and training

• Assessing risk level using a bow tie analysis

• Annual verification reporting

• Customization of maintenance, inspection and test procedures

• Identifying potential additional controls
• Development of performance standards

Only when these (and other) interacting components come together successfully over time can we
achieve the desired outcome of ‘preventing the first event.’ Therefore, an effective and sustainable SECE
management program is only achievable in a high-quality operating and maintenance environment.

Best-in-Class SECE Solution
At OS, we proactively work in support of our clients in the management of MAH risks; our processes and procedures serve to facilitate the
accurate and robust identification of the process plant and equipment that is the most critical to safety. OESuite® delivers a fully integrated process
safety management platform that utilizes our Asset Registry Function to execute each of the above steps.

Figure 4 – OESuite® SECE Dashboard
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Barrier Health Monitoring
A barrier health model is the basis for monitoring the operational status of each risk barrier. In real time, the health of specific safeguards is
followed and, in the event that a fault is detected, appropriate action can be taken to restore functionality or address the loss of a barrier by other
means. A combination of hardware barriers, such as equipment, instrumentation, and people-driven processes fulfill the function of that specific
barrier.
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Figure 5 – OESuite® Barrier Health Monitoring

OESuite® provides connectors to various data sources, both from within OESuite® and beyond, synthesizes the asset data into barrier information,
and provides actionable intelligence for barrier health monitoring – giving you a cockpit for safe operations. You can leverage our connectors to
data historians like OSI PI, and IP.21 to create triggers and build workflows on calls to action (e.g., RCA, generate work orders).
We can also leverage your EAM systems using our connectors to complete follow through. Because this module uses our Asset Registry /
Navigation Function, asset integrity engineers and technical authorities can monitor the SECE health across the fleet to evaluate the
effectiveness of barriers and decide whether action is required to improve barrier health.
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Figure 6 – OESuite® Asset Health Dashboard

The OESuite® Visual Operations Function can be leveraged to display Asset Health in location context. Integrity leadership can quickly assess
barrier impairment and mobilize resources to intervene immediately.

The Safety & Environmental Critical Elements Module is a key component of these OESuite® Frameworks:
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Safety & Environmental Critical Elements
These are the core functions in all OESuite® Modules:
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For more information email us at info@DrivingOE.com or call (713) 355-2900.
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Operational Sustainability® makes operational excellence simple.
Succeeding in today’s complex, highly-regulated industries depends on how well your company manages operational risk and enables
operational discipline. Our world-class advisory services and our industry-leading cloud-based, highly configurable software work together to
enable your company to achieve operational excellence, including OE 4.0 tenets, and sustained operational integrity. We identify and help
you solve any issues to move to a real-time, mobilized risk-aware culture. With an average of more than 30 years of industry experience each, our
advisors can design a solution tailored to your company’s culture and needs.

Learn how Operational Sustainability can advise your workforce through our consulting services and support your journey to operational
excellence through our OESuite® software platform. See our full slate of free webinars, white papers, detailed module information, and
scheduled workshops online at www.DrivingOE.com.
Schedule your free consultation and demo today.

DISCLAIMER
This document is protected under the copyright laws of the United States and other countries. This proposal contains information that is proprietary and confidential to Operational Sustainability, LLC, and shall not be
disclosed outside the recipient’s company or duplicated, used or disclosed in whole or in part by the recipient for any purpose other than to evaluate this proposal. Any other use or disclosure in whole or in part of this
information without the express written permission of Operational Sustainability, LLC is prohibited.
Operational Sustainability, LLC is a Delaware limited liability corporation.

11490 Westheimer | Suite 280 | Houston, TX 77077 | info@DrivingOE.com
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